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26 ty

la chi phi vdn hanh ma nha méay Dung Quaét tiét kiem dwoc mdi ndm

nh& chuyén déi s6 trong giai doan 2020 - 2025
Theo bao cao clia BSR - 2025

Tinh chinh bé diéu khién va trién khai hé théong diéu
khién da bién

Cai tién hé théng quan ly san xuat

Bao dudng hién hitu theo dinh hwdng thong minh va
tich hop

Hé théng bdo cdo quan tri truc quan

Cong tac san xuat, bao dudng, thuwong mai, nhan su,
cong viéc theo thoi gian thuc



Tir gian khoan dén doanh nghiép
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Production
Optimization —
TOi wu san xuat

Remote operations -
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Supply Chain &
Logistics -
Chudi cung (rng va
hiu can

Tich hop dir liéu
doanh nghiép
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Digitalization in the oil and gas industry

S
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Operation

Digitalization in the oil and gas industry - SCADA

* DCS
g3
Control X | (
* drilling automation g
« discrete control
* process control
~

Upstream

* exploratory wells
« fracking gas platforms
» crude oil storages

* industrial wellheads

» manifolds

* subsea production

Downstream

« oil refineries

* storage tanks

* loading racks

* gas processing plants

Midstream

* pipelines * rail tank cars * storage
» LNG and oil tanker ships  * fluid compressors facilities




Cybersecurity as an enabling technology

Color legend of digitalization trends

@ lloT & Cloud @ Industrial metaverse: AR, VR
@ Digital twins @ Hyper automation, Al, ML, RPA

(@) Robotization and 5G (@) IT/OT convergence




Cybersecurity as an enabling technology

Color legend of digitalization trends

@ lloT & Cloud @ Industrial metaverse: AR, VR
@ Digital twins @ Hyper automation, Al, ML, RPA

@ Robotization and 5G @ IT/OT convergence

At the same time, digital
transformation in oil & gas
industry goes hand in hand with
security issues and challenges

Attack surface expansion

Legacy infrastructure and
out-of-control IT/OT convergence

External access to
OT infrastructure

Personnel deficit

Critical infrastructure protection
regulations

{» Click onitem 1-5 to continue




SO DO DIEN BIEN VU TAN CONG RANSOMWARE COLONIAL PIPELINE (MY - 2021)
Hau qua: Té liét 45% nhién liéu bo Dong | Nguyén nhan chinh: Sup do 3 tru cot Zero Trust (Theo Mandiant)

€ GIAI DOAN 1: XAM NHAP (Secure Access Sup dd) @) GIAI DOAN 2: DI CHUYEN & CHUAN B (Visibility Sup do)

SIEM/SOC ‘MU', khong

~ PASSWORD i CHO DEN DU LIEU VPN CU (NHAN VIEN DA NGHI) IZGF GIAM SAT THAT BAI:

Hacker mua Tai khoan T 00BN o Hacker di chuyén ty do
mét khau bj ro ri » khong bat MFA ﬁ (Lateral Movement) fhhﬁé:ée:ﬁt;atg? ,‘(/"132;
DITHANG QUA CONG ~ > Nénvadanh cap s
BAO MAT BIEN dir lidu nhay cam B M
, NG FEN T -~ TUONIDD, LIEU [}i’iﬁ"@ﬁm{ﬂﬁn \. HANH VI
s BIEU DO'DIEN'BIEN N @) " BATTHUDNG
(3) GIAIDOAN 3: TAN CONG DIEM YEU (DO QUET DAC QUYEN
Hethenalauaniv lonal: So ma doc lay tir IT sang OT
70' ' gty 1ong i -> Khoa van vat ly —>
: CHIEM QUYEN QUAN TRI (ADMIN) _
gy MA HOA MAY CHU =
| 4 >/ Il TINH TIEN/KE TOAN —@ T ||[@'?]||
ADMIN PRIVILEGE IT SYSTEM KHOAVANVATLY | TANCONGRaNsoMwARE(T) | T <ETNO! gl'IEOUN'é“O!E“(';




sG DO CHUOI TAN CONG RANSOMWARE KEP

' XAM NHAP BAN PAU .. DICH CHUYEN NGANG & NAM VUN

~Y , "N3m vung" vai tudn dén HE THONG MAY CHU MUC TIEU
KHAI THAC LO HONG | v\?‘ s : vai gha’r)g c_Ié th_u thap théng May chd ERP  Cdsédilidu

Khach hang

b -
O THIET B NGOAI VI iSSXf 72

Pl : tin va dé quét mang IT Héa don dién td
/ . Vulnerabuhty ‘ ) > GUét malt [Q
ﬂ Khai thac cac 16 hdng chua dugc va (Unpatched -, o . :

Vulnerabilities) trén Tudng lUa, thiét bi VPN.

Hacker . GUI EMAIL GIA MAO 4 .
h 4, & Brisiine) =50
MAY TiNH VAN PHONG

Email Ia dao chifa ma déc dinh kém hodc B NHIEM “Nam vung" vai tudn dén vai thang dé HE THONG MAY CHU MUC TIEU
link. LAy cap Cookie va Mat khau hé théng. thu thap théng tin va dé quét mang IT. i i

VO HIEU HOA PHONG THU TAC DONG & TONG TIEN KEP

KHOI PHYUC ﬁ
DU LIEV
SO+ = = LoR(}Ri“
s g TAT PHAN MEM - DULIEV ™1|=[7
XOA/MA HOA SAO LUU DIET VIRUS MA HOA HANG LOAT Ransom
Vo hiéu hoa hOéC m3 héa dir Iieu (MASS ENCRYPT'ON) Yéu cau ChUOC de glal ma file N

Backup dé ép doanh nghiép M3 héa hang trdm may chu, VA dé ngan ro ri thong
tra tién chudc. déi dudi file, doi tién chudc. tin danh cap. )

Backup




Cac giai doan tan cong va

Giai doan tin céng

Xam nhéap ban dau

Nam vung, leo thang dic
quyén & di chuyén ngang

DPanh cap dir liéu

Trién khai ransomware

Ph3 hoai van hanh

Piéu tra sau su co

M6 ta

Khai thac truy cap tir xa /
nha thau / bén th& ba
Xam nhap théng qua tai
khoan hoac két néi hop 1&

Ké tan cong da vao duoc
hé théng

Am tham khao sét hé
thong dé tim 16 hong va
mé& rong pham vi kiém
soat

Dt lidu dia chat, trir
luvgng, ké hoach khai thac
va tai liéu van hanh trong
yéu

Thong tin d4u thau, hop
déng va dit liéu thuong
mai nhay cdm

MG6i de doa ndi bo

M3 héa may chd, mdy tram, dir
liu nhay cam gay gian doan
hoat dong

Can thiép trai phép vao hé théng
diéu khién, logic van hanh hoéc
tham s6 quy trinh

Can thiép trai phép vao hé théng
diéu khién, logic van hanh hoéc
tham s6 quy trinh

°« ?

gia

i phap kiém soat

L&p kiém soat

Quan ly danh tinh va
truy cap déc quyén, xac
thuc da 1dp, kiém soat
truy cap tir xa

o Giam sat va phat
hién hanh vi bat
thuong

. Quan ly va kiém

soat tai khoan
dac quyén

. Giam sat dit liéu
nhay cdm

o Giam sat hanh vi
nguoi dung

Bao vé Endpoint va
Server

Bao vé hé théng diéu
khién ICS/OT

Phépy s6

Gidi phap

IAM, PAM, MFA, Biometric

XDR, PAM

DLP, Risk Monitor

EDR

ICS/OT Security

Risk Monitor



3 L&’p Kiém soat An ninh Mang cot 16i

|dentity-Centric Security Data-Centric Security Infrastructure Security
Bao mat danh tinh Bao mat dit liéu Bao mét ha tang
e Quan ly danh tinh va truy cép dac e Bao védit liéu nhay cam (DLP) e  Gidm sat va hién thj day dd trang
quyén (IAM/PAM) e Phan quyén truy cip va kiém soat sir thai an ninh cta hé théng
e  Xacthuc da lép (MFA), sinh trac hoc dung di¥ liéu e  Phat hién sdm cac hanh vi xam nhap
e  Phat hién va ngan chan nguy co e Phat hién va ngan chan hanh vi st va bat thuong
chi€ém doat hodc lam dung tai khoan dung di¥ liéu bat thuong e  Han ché& pham vi dnh hudng khi sy

cO xay ra



Softline Group

Investment and technology holding company with over 30 years of experience and a broad regional
presence in Russia, Kazakhstan, Uzbekistan, Vietnam, Indonesia, and the UAE.

Cornerstone of Digital Transformation

R\ Full
25+ > 5000 > 100 000 range of
‘ - Companies Manufacturers Customers Services and
\\\\ in the Group solutions
‘l“ \v (& Leading IT Company in Russia
/7/!”*’ ‘
, 30+ 30+ ~1.3B usD > 11100
' ' Representative Years on Turnover Employees
offices in 6 IT-market in 2024

countries



&) Axidian

Identity-Centric Security

Your Trusted Partner for Identity Security Solutions

Axidian Access

Quan tri danh tinh va quyén truy cap

Xac thyc tép trung va don gian hoda truy cap (SSO)
Xac thyc da 16p, sinh trac hoc

Kiém sodt truy cap dwa trén ngit canh

Ty déng hoa vong doi tai khoan

Axidian Privilege

Kiém soat tai khoan dic quyén

Quan ly va lwu trir tap trung mat khau dic quyén

e Kiém sodat va phé duyét quyén truy cip tam thoi

. Kiém soat hanh vi trong phién lam viéc

. Ngan chdn rui ro va thuc thilénh cdm thoi gian thuc

Axidian Shield

Gidm sat va ngin chan chiém doat danh tinh sé

Ki€ém toan va phat hién 16 hdng trong ciu truc hé thong User Directory

Gidm sat va phat hién hanh vi gian 1an sau xac thuc
Ngan chan cac k§ thuat tan cong / gid mao danh tinh



SEARCHINF@RM

INFORMATION SECURITY

Searchinform DLP Searchinform RiskMonitor
Ngan chan that thoat dir liéu Giam sat va ngan chin chiém doat dir liéu
e Kiém sat toan dién cac k&nh truyén tai dit liéu e Phén tich va nhan dién hanh vi truy cap dit liéu bat thuong
e Nhan dién di¥ liéu nhay cdAm bang cdng nghé phan tich ndi trong hé thdng bang Al
dung sau e Ngan chdn hanh vi chiém doat dit liéu
e Thuec thi chinh sach bao vé dit liéu ty dong e Ghivét toan bd qud trinh twong tac dit liéu dé phuc céng

tac diéu tra va phap y s6




OT CyberSecurity Kaspersky

Cloud Workload

~ Security Kaspersky Next

XDR Expert

@ Kaspersky it [IT=0T Convergence

Kaspersky
SD-WAN

-~ / "
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J
Kaspersky for Nodes for Networks
Industrial. protecti N rk traffi
CyberSecurity Endpolnt S o 2 2
m response and response
Kaspersky o € . \) Kaspersky
Machine Learning (b} - Thin Client
for Anomaly <>
Detection > )
¢ .
&,
® Knowledge .
Response Managed Cyber Threat Training
Protection Hygiene Intelligence
L ICS
@)
Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
ICS Security Incident Managed Security ICS Threat ICS CERT
Assessment Response Detection Awareness Intelligence Training

and Response



OT XDR Platform

Advanced asset :
management i Qommmmy Gy By By

+ Extended host monitoring
+ Hardware and apps. inventory
+ Blind area coverage (spanless mode)

Venior

" Softwere &  Users [ O R S— Process Oontrel. Mo V¥
Semens. Hardwane version a0

Typo oy

Mool CPU-412-84 Bootlader version 3299

Order No 6EST 412-5HK06-0ABO Operation mode requested  Unknown

Senal number SVPFISUAL) current. Run

Frmwarovorsicn 338

Uptime Traffic Togs
Extended DeteCthn /.:.u. 7days 045123 = 139kb/s . 289tags/s
and Response A T
+ Single host-network incidents - B o == B =
¢ Investigation graph oy A s et ——
¢ Alert enrichment 44 e B e
. A Detected | mobie device 0+ wner: N
+ Manual response actions by Securtty S8 3 — i e
. . A Found 17 changes in device configurations e eneckoun: NISEREIRRINOUIMASY
+ Network access restriction . e e
416 Waming 206 @
Normal 89 8 uqpystaun L m—pp— Risk scores GOOSE-comminications statuses

. - e - -
Securlty 416\ PPNV LIy —— » o 291 29: e ZH
. Authorized 353 4 scacazoco (N 136 Medum 8221 Otfine 2
au d |t © S Achwed 501 e - Hen 5120 4 ol 50 4
N . i - . “

& saministrator

+ Vulnerability scan - =
¢ Compliance audit .
+ Configuration change monitoring &= - .




* Notwork hosts and comnections mep —‘
Advanced
asset _———

I I .al Ia el I |e| l l B All Statuses v All States v Q, Search nodes
Security state © oK Category @D PLC

PLC02-TMO02 X

Topology Map

g,

B

Importance High Network name Siemens SIMATIC S7-400
) ) = — 100% + Status Authorized Group )
» Extended host monitoring ® .
& Hardware and apps inventory : @ General Addresses 2 Software 6 Users 6 Equipment Configurations 3  Process Control @ More v
& Suporvisory Control
» Blind area coverage ® , g rmr | ommm | T |||
N UR2
(spanless mode) o , l 1
[0} =]
= 0 Moy Fare
® ===
it ‘ 100y Fawe
& I B e
Get complete infrastructure o S o
visibility: network data flows, hosts — TUOME T B TR e
activity’ hardware inventory and | ap "o I ap Porme I = Serial number SVPFIN3847 current: Run
software/firmware versions Aditional
Network Interaction Control Training quality
Top spplication by number of events © Enabled i1 Deviations observed
leroolypitere N 32 P —— ] ==
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Industrial CyberSecurity
for Networks

[ 1=
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Kaspersky

Dashboard

Assets

% Networkmap

Events

[& Reports

© & @ 2 © ©

Not all protection services are running

Process control

Allow rules

Intrusion detection

Risks

Security audit

Settings

About

Network interactionsmap = Topology map

V ISI b I I |ty Network interactions map

@ Manage views

Device statuses

All statuses Vv

97%

All scores v

£ Configure groups

Scores of links Protocols

&

All protocols v

Network sessions

[¥) Download traffic 20 nodes
Device states Device categories 0S| model layers
All states v All categories Vv All layers v Linked devices
[ substation B [ security
[ » » »
° I ° H B
ENGINEER-PC RDC KICS4Net Server
17217.0.150 ——— 17217.0.235 | 192168.0113
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Logical network communications N vanea \

Details on protocols and amount of .
traffic sent between endpoints

Grouping, Search and Filtering
Timeline-based navigation

Network interactions map B N
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» »
6MD66 (2) AALIQO2A1
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NGFW Usergate
192168 31
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Detection & Response

Kaspersky

Industrial CyberSecurity

00
oo

for Networks

Dashboard

Assets

Network map

[ Reports

©@ & @ 2 @ ©

Process control

Allow rules

Intrusion detection

Risks

Security audit

Settings

Not all protection services are running

Connection Server. Server

o
[=]

kics >

Administrator

O

O

Lastseen |T

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2023-11-13

2073-11-13%

963

New events

20:53:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20

¢? Showrelated

0 Scores
Events in progress o — 10
Title
35. ~ Signs of malware activit

:55.. '+ Suspicious activity (|

53:

53

:34.. + | Launch of an unauth
48.. Infected or probably ii
35. Infected or probably it

53:

53:

53:

26... » Received new informatio

26.. ~ | Use of remote access s
103.. Unauthorized network
26... Unauthorized network
09... + | Suspicious activity (MI1

53:

53:

53:

53:

53:

52

hofan. rthori:

+

08...

06... * Unauthorized network int

06... * Rule from the awp set (sy

06... +|Use of remote access s

142, * Unauthorized network int

52:

50:

Tl » Unauthorized network int

P 1 + Signc of attack IMITRE-

ss Infected or probably infected object was detected

@ Showrelated v ) Threatresponse -+ Create allow rule () Download traffic C]-] Copy details D Export Vv
Eventinfo  Activityeventgraph  All activity events
Detection processing status Object not processed: Application is running in Report only mode
83 C\Windows\PSEXESVC exe
8 C)\Users\Demo\AppData\Local\Temp\autorun exe
€3 C:\Windows\System32\cmd.exe
8} C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
83 C:\Users\Demo... \starter.exe [ File creation ¢ : [ c:\users\Demo\Ap... \dil104 ) web request 'S O~ Registry change ™

Detection information
File

Date and time

2023-11-13 20:53:37

Name C:\Users\Demo\AppData\Local\Temp\Industroyer_104_kit\104.dll
Size

MD5 hash

SHA256 hash

Created 2023-11113 20:53:37

Changed 2023-11-13 20:53:37

Attributes Archive

Sewdbythe - EDR-related endpoint activity graph
Trusted digital No

signature

Creator NTAUTHORITY\S

Time zone identifier Computer




Kaspersky
Industrial
CyberSecurity

All-encompassing
situational awareness
and risk exposure
control for critical
INnfrastructure

Proven

Over 200 compatible systems from 50+ vendors:
tested and proven

Schneider SIEMENS @ YOKOGAWA 4

ccccccc

Honeywell B&R  BakerHughes 8  Emerson

Certified

KICS and its core technologies are under industry-
leading audits: IEC 62443-4-1,1SO 27001, SOC2 type 2,
GB 42250-2022.

c @ 2 ©

Recognized

Since 2013, Kaspersky products have participated in
1022 independent tests and reviews, earning 771
first place results and 871 top-three finishes






